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Practica 1 - Denegacion de servicio

Instalacion y Configuracion de Metasploitable y ataque DDos
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Metasploitable 2 On s Page

Powering on Metaspioitable 2

A test environment provides a secure place to perform penetration testing and security research. For your test environment, you need a Metasploit instance that can Logging in to Metasploitable 2
access a vulnerable target. The following sections describe the requirements and instructions for setting up a vulnerable target. Downloading and Setting Up Identifying Metaspioitable 25 1P
Metasploitable 2 The easiest way to get a target machine is to use itable 2, which is an intenti Inerable Ubuntu Linux virtual machine that is Addrass

designed for testing commop vulnerabilities. This virtual machine (VM) is compatible with VMWare, VirtualBox, and other commaon virtualization platforms. e ey A

Metasploitable 2 is available at:

o https//information.rapid7.comy loitable-download htmi ?

o hitps://sourcetorge.net/proj ble/

The compressed file is about 800 MB and can take a while to download over a slow connection. After you have downloaded the Metasploitable 2 file, you will need to
unzip the file to see its contents,

Powering on Metasploitable 2

Once the VM is available on your desktop, open the device, and run it with VMWare Player. Alternatively, you can also use VMWare Workstation or VMWare Server.

Logging in to Metasploitable 2 ]

The login for Metasploitable 2 is msfadnin:nsfacnin . .

designed tor testing common vulnerabilities. This virtual machine (VM) i1s compatit

Metasploitable 2 is available at:

- https://information.rapid7.com/meta@joitable—download.htm| A

e https://sourceforge.net/projects/metasploitable/ 7
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Metasploitable

Virtual Machine to Test Metasploit

The intentionally vulnerable target machine for evaluating
Metasploit

Taking your first steps with Metasploit can be difficult - especially if you don't want to conduct your first
penetration test on your production network, Metasploitable Is virtual machine based on Linux that contains
several Intentional vulnerabilities for you to exploit. Metasploitable is essentially a penetration testing lab in a
box, available as a VMware virtual machine (VMX). {The Metasploitable login is "msfadmin; the password is
also "msfadmin".)

Metasploitable is created by the Rapid7 Metasploit team. By downloading Metasploitable from RapidZ.com,
you'll be sure to get the latest, clean version of the vulnerable machine, plus you'll get it from our lightning
fast download servers.,

Download the free version - yours to keep, no expiration!

DESCOMPRIMIR EL ARCHIVO...

’ metasplonable-linue-2,00.0p - WinRAR
Aecchivo  Comandos  Heramientas  Favoritos  Opoones  Ayuda
Adsdir  Extraer en Compeober Ver Elimner  Buscer  Asisterte Informacion | Buscarvinus Comentaro  SFX

m ’ matasploitable-linue- 20029 - archive 2P, tamado descompeimide 1,925,655,045 bytes

Nombre @ Terato Comprenideo  Tipo Maodificado CRC32
Folder

plodabyled - Linus

Vamos a la maquina virtual y creamos una nueva.
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Configuramos la memoria, por defecto 512
Y configuramos la red, debe estar en modo puente
Iniciamos la maquina...

Contrasefia y usuario: msfadmin

Starting periodic command scheduler crond

Starting Tomcat servlet engine tomcat5.5

Starting web server apached

Running local boot scripts (retcrrc.local)
appending output to "nohup.out’
appending output to "nohup.out’

arning: Mever expose this UM to an untrusted network?t
ontact: msfdevliatlmetasploit.conm

Login with mnsfadminsmsfadmin to get started

etasploitable login: msfadmin
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arning: Mever expose this UM to an untrusted network?
ontact: msfdevliatImetasploit.com

Login with nsfadminsmnsfadmin to get started

etasploitable login: msfadmin

Last login: Sun Oct 5 23:39:41 EDT 2025 on ttyl
Linux metasploitable 2.6.24-16-server #1 3SMP Thu Apr 10 13:58:00 UTC 2008 i6d6

The programs included with the Ubuntu system are free software:
he exact distribution terms for each program are described in the
individual files in rusr~sharesdoc/=<copyright.

buntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
pplicable law.

To access official Ubuntu documentation, please wvisit:
http: - help.ubuntu.cons

o mail.

sfadmin@netasploitable:™5 ifconfig

o mail.

sfadmin@metasploitable:™5 ifconfig

tho Link encap:Ethernet HUWaddr 08
inet addr:192.168.100.4 Bcast
inetb addr: feB0::a00:27ff :fed
UP BROADCAST RUNNING MULTICAST

Esto significa que la computadora ya esta lista para ser usada.

G @ A Noseguro 192.168.1.57

‘ Warning: Never expose this VM to an untrusted network!
Contact: msfdev[at]metasploit.com

Login with msfadmin/msfadmin to get started

« TWiki
* phpMyAdmin
« Mutillidae
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Session Actions Edit View Help

[sudo] password for
HPING 192.168.1.57

hping in flood mode, no replies will be shown

Sin respuesta

™ 192.168.1.57

Ctrl + C para detener .



